Odunmanpueiit caiit

CieacTBEHHOE YIIpaB/IeHUE
Cnencrsennoro komurera Poccuiickon @ejepanyu
no SIpocnaBckoit 0bnacTu

be3onacHocTh B BeK HH(POPMANMOHHBIX T€XHOJOTHI

B coBpemMeHHOM Mupe HH(POPMALMOHHBIX TEXHOJOTMil BO3MOXKHOCTH ceTM WHTepHeT MIMpOKO
UCMONB3YIOTCSI B TMOBCEJHEBHOHN >ku3HU. OIIHAKO, MOMHMO OrPOMHOIO KOJIMYECTBA TMOJIE3HBIX
BO3MOXHOCTEeW ceTb VIHTepHeT Hec€T B cebe M ONpe/eIEHHYI0 OMAcHOCTh. B CBSI3U ¢ 3THM,
HEMAaJIOBAXHBIM SIBJISIETCS TIPEAYNPEUTh TOJIb30BATENEH TIIOOATBHON CETH O TOM, KaKyl0 UMEHHO
OIMACHOCTh MOKET HECTH «BCEMHpHAs MayTUHA» W KaKue JAEWCTBHS HYKHO MPeANPUHUMATH, YTOOBI
oO1eHne mocpeicTBoM MHTepHET OCTaBUIIO TOJIBKO TOJIOKHUTEIbHBIE SMOIHH.

Bce OGosbinie morpeduTesnell coBeplialoT MOKYINKU OHJIAWH, pacIUIAYMBAIOTCS KapTOW M MEHbIIe
HoJb3yloTcs: 6aHKkoMaTtoM. IIpu 3TOM MOSBISIOTCS HOBBIE CXEMBI MOIIEHHUYECTBA, KOTOPBHIE HE
TpeOyIT 0cO00¥ KBAIM(MDUKAIINY WX BIOKEHUN CPEIICTB.

UroObl He cTaTh KEPTBOM MOIIEHHHUKOB HEOOXOAMMO COOMIONATh TpaBwia LU(MPOBOH WU
KOMITBIOTEPHOW TMTHEHBI, COXPAHATh OJUTEILHOCTD, UCTIONb30BATh CIOKHBIE U pa3Hble napou. [1pu
KaXJIOW OIUIaTeé TOBAPOB WJIM YCIAYr C MOMOIIBI0 3JEKTPOHHBIX CPEJCTB IUIATekKa HEOOXOIUMO
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MIOMHUTb CJIEyIOIMe MpaBUIa: HE MCIOJIb30BaTh MOJO3pUTENIbHbIE VIHTEpHET-CallThl, OJKIIIOUUTD
WnrepHer-6ank 1 CMC-onoBelieHne, He cOOOUIAaTh JaHHbIE CBOEW KapThl APYTHM JIOAsSM, B TOM
yrcine OAaHKOBCKMM CJIyKallluM, paOOTHMKAaM HMHTEPHET-Mara3vHOB, MPU BO3MOKHOCTH OTKPBITH
OTAEJIbHYI0O KapTy, Ha KOTOpPOH XpaHUTb OIpPEJeNIeHHYI0 CyMMY [EHEXKHBIX CPeACTB MJd
OCYIIECTBJICHUS OE3HATTMYHBIX TUIaTekel. BakHO MOMHHTB U O COOJTIOAGHHUHU Psifia OCHOBHBIX MTPABUII
paboThl B ceT VIHTEpHET U, B YaCTHOCTH, B COLMATBHBIX ceTsX. BakHO 3HaTh, yTO MH(pOpMaIWS,
pa3Meni€HHas rpakJaHaMH B COIMATbHBIX CETSIX, MOKET ObITh Hali/IeHa M UCTIOJIb30BAHA KEM YTOIHO.

OcHoBHas 3ajgaya rpaxJaH NpU MPUHATUM pelleHHs] O MpuoOpeTeHrH ToBapa depe3 VHTepHeT-
MarasuH, MOCTYIUIEHUH IOCPEACTBOM COTOBOH CBSI3M MPOCHObI 00 OKAa3aHWUM MOMOIIM B CBSI3U C
HENpeIBUICHHBIMU  OOCTOSITEIbCTBAMH, — CJIOKMUBIHIMMHUCS C WX  POJCTBEHHHUKAMH, OBITH
OCMOTPHTENILHBIMH U TTPOBEPHUTH JOCTYITHBIM CIIOCOOOM IMOCTYIAOIIYI0 HH(GOPMAIHIO, TIPEXIE YeM
MIEPEYUCIIATD ICHEKHbIE CPENICTBA B IPEC 3JI0YMBIIIUIEHHUKOB.

BO3pOCJIO KOJIMYECTBO <<T€H€(1)OHHOFO MOIIIEHHUYECTBA» C UCIIOJIb30BAHUEM a0OOHEHTCKUX HOMEPOB
MMPaBOOXPAHUTEJIbHBIX OPraHOB. B pas3roBopax C TrpaxiaHaMd MOIICHHUKHU, [IPEACTABJIAACH
COTPYAHUKAMU CHUJIOBBIX BEIOMCTB, CKJIOHAIOT JKUTEJIeH peruoHa K IIefICTBI/IHM, IMpUBOAAIIUM K
yTparte JIMYHbIX JEHCKHBIX CPEACTB. Takue ,HCfICTBPIH KBaJ’II/I(pI/IL[I/IPYIOTCH KaK «MOIIE€HHUYECTBO>.

ObpaiiaeM BHUMaHUE Tpak/IaH:

- COTPYOHUKH IIPABOOXPAHUTEIIbHBIX OPraHOB, YIIOTHOMOYCHHBIC ITPOBOAWUTHL TIPEABAPUTEIILHOC
CJICACTBHUC, BbI3BIBAIOT I'paKJIaH ITOBECTKOM. HpI/I 9TOM JOJIKHOCTHO€ JIMIIO HUKOr'Ja HE Tpe6yeT 110
TCJ'IC(pOHy NpeaoCTaBJICHUA TMEPCOHAJIBHBIX IAHHBIX, OaHKOBCKHX PEKBU3UTOB, I/IH(bOpMaL[I/II/I 1o
CUCTaM U INTACTUKOBBIM KapTaM;

- HU 1O TesepOHy, HM B XOJe OYHOW Oeceqpl COTPYTHMKH IMPABOOXPAHUTEbHBIX OPraHoOB HE
3asBJISAIOT TPeOOBAHMH O MEPEBO/IE IEHEKHBIX CPEICTB HA KaKKe-JIM00 cueta. ITO HE3aKOHHO;

- KeJlasg MpOBEPUTh MOIIECHHUKOB, HE CJICAYCT IIEPE3BAHUBATL HAa TAKHUE BXOIAIUC BBI3OBbI;

- moOble MPeJIOKEeHUsI OT UMEHH MPaBOOXPAHHUTENbHBIX OPraHOB, HAIIpUMEp, MIOMOYb B TOMMKE
MPECTyNHUKA MyTEM TEPEeUurCIeHus JeHEer Ha YKa3aHHbIE «COOECeJHUKOM» CYeTa JMOO C LEeNbIo
obe3omacuTh cOepexeHnst — 3TO SIBHbIM MpPU3HAK MomeHHndYecTBa. O Takux (paktax HEOOXOIUMO
cpazy COOOIIUTh B MPAaBOOXPAHUTEIbHbIE OPTaHbl;

- TIpY TIOTNAJIJAaHUU B TOJOOHBIE CUTYalluH (€CJIU 3BOHSIIMI MPEACTaBUICS COTPYAHUKOM CHIIOBBIX
CTPYKTYp) HEOOXOOMMO IO3BOHMTh IO HOMepaM TejedoHa J0Bepusi COOTBETCTBYIOLIETO
IIPAaBOOX PAHUTEJIBHOIO OpraHa u MpoBEpUTh MH(POPMALIMIO, 0O3BYUYEHHYIO 3BOHUBILIUM.

C upenplo NMpopWIAKTUKM 3apake€HUs KOMIbIOTEpAa BUPYCaMU M BPEAOHOCHBIM IPOrPaMMHBIM
obecriedyeHreM HEeoOXOIMMO 3HAaTh O TPAaBWJIAX KOMIBIOTEPHOW TMIMEHBI, CIIEJOBAaHHWE KOTOPBIM
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MMOMOKET MUHUMU3UPOBATH BEPOATHOCTH ITOPAKEHUA KOMIIBIOTEPA, 4 UMEHHO:

1) IIpuoOpetnTe ¥ TONB3YWTECh IUIATHBIM AaHTUBHpPYcOM. OTCYTCTBHME AaHTHBHpYCAa Ppe3KO
YBEJIMUMBAET BEPOATHOCTh 3apakKeHUs] KOMIIBIOTEpa, a OEeCIUIaTHBIE MPOAYKTH OOBIYHO HMMEIOT
CWJIBHO ype3aHHbI (PyHKLIMOHAI.

2) Hcnonp3yiite aHTUBUpPYC. 3a4acTylo, YCTAHOBMB Ha KOMIIBIOTED HOBEWIIMK HABOPOYEHHBIN
NPOLYKT OT M3BECTHOM KOMIIAaHMH, IOJIb30BaTeb 3a0BIBAET O €ro CyIIECTBOBAHMHU. Mexay TeM,
MPOCTOM YCTAaHOBKHM aHTHUBUpYca OBIBAET HEIOCTATOYHO sl 3(P(PEKTUBHOTO MPOTUBOCTOSHUS
yIpo3aM.

3a MOIIEHHUYECTBO C UCIOJb30BAHUEM 3JIEKTPOHHBIX CPEACTB MPEAyCMOTpEHa YroJIoBHAs
OTBETCTBEHHOCTb. Tak, yrojloBHasi OTBETCTBEHHOCTb MpeycMOTpeHa 1o craThe 159.3 YrosoBHOro
KOJEKCa 3a MOUIEHHUYECTBO C HCMOJIb30BAaHUEM 3JIEKTPOHHBIX CpEACTB Iuarexa. Takxke
MpeayCcMOTpEeHa YroJIOBHAsi OTBETCTBEHHOCTh 334 MOIIEHHUYECTBO B cdepe KOMIBIOTEPHOU
MH(POPMALIMK, TO €CTh XUIIIEHUE YYKOTr0 UMYIIIECTBA WK MPUOOpETeHHE MpaBa Ha 4yK0e UMYIIECTBO
MyTeM BBOJA, yIaJeHHs], OJJOKMUPOBaHUSI, MOANDHUKAIIMN KOMIBIOTEPHOU MH(MOPMAIMU MO0 MHOTO
BMeIaTeIbCTBA B (DYHKIIMOHUPOBAHUE CPEJICTB X paHEHHUsI, 00paOOTKU WU TIepelaui KOMITbIOTEPHOM
MH(pOpPMALIMU UM MH(OPMALMOHHO-TEJIEKOMMYHUKALIMOHHBIX ceTell (cTathsl 159.6 YrosnoBHOro
Kojekca P®).

B 3aBucMMOCTH OT TSKECTH COBEPIIEHHOrO MPECTyIUIeHHs YTOJOBHBIM Kojekcom Poccuiickoit
denepa 3a MPECTYIUICHUS, CBS3aHHBIE C YKa3aHHBIMU BHUJAMU MOIIEHHUUYECKUX HENCTBUM,

NpelyCMOTPEHO Haka3aHue B Buje mtpada, 00s3aTebHbIX, UCIIPABUTEBHBIX U MPUHYANTETbHBIX
padoTt, OO JUIIEeHUEM CBOOO/IBI.

03 Oxmsiops 2022

Aopec cmpanuypi: https://yaroslavl.sledcom.ru/news/item/1728009
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